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ABSTRACT

Security is major concern in communication, data handling,
message transmission on public network. Cryptography is the encryption
process of transmission of data to make secure and difficult to attack. Advanced
Encryption Standard (AES) algorithm is one of the most commonly used
symmetric block cipher algorithm and is proved to be highly secure, faster, and
strong encryption process. 128bit AES encryption and Decryption by using AES
algorithm is been made into a synthesizable using Verilog code which can be
easily implemented on to FPGA. The algorithm is composed of three main parts:
cipher, inverse cipher and Key Expansion. Cipher converts data to an
unintelligible form called plaintext. Key Expansion generates a key schedule that
is used in cipher and inverse cipher procedure. Cipher and inverse cipher are
composed of special number of rounds. For the AES algorithm, the number of
rounds to be performed during the execution is depends on block size and is
composed of four different byte-oriented transformations: Sub Bytes, Shift
Rows, Mix Columns and Add Round Key.

Advanced Encryption Standard (AES) algorithm is one on the
most common and widely symmetric block cipher algorithm used in worldwide.
This algorithm has an own particular structure to encrypt and decrypt sensitive
data and is applied in hardware and software all over the world. It is extremely
difficult to hackers to get the real data when encrypting by AES algorithm. Till
date is not any evidence to crake this algorithm. AES has the ability to deal with
three different key sizes such as AES 128, 192 and 256 bit and each of this ciphers
has 128 bit block size. This paper will provide an overview of AES algorithm and
explain several crucial features of this algorithm in details and demonstration some
previous researches that have done on it with comparing to other algorithms such
as DES, 3DES, Blowfish etc,.
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