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Abstmaet

Phishing are one of the most common and most dangerous attacks among cybercrimes. The aim
of these attacks is to steal the information used by individuals and organizations to conduct
tansactions, Phishing websites contain various hints among their contents and web browser-
hased tnformation. The purpose of this study is to perform Extreme Learning Machine (ELM)
hased classification for 30 features including PhishingWebsites Data in UC Irvine Machine
Learning Repositorydatabase. For results assessment, ELM was compared with other machine
learning methods such as Support Vector Machine (SVM), Naive Bayes (NB) and detected to

have the highest accuracy of 95.34%.
Fasting System

The main objective of the phisher is to deceive the user by designing an exact
image of legitimate site such that the user does not get any suspicion on the
phishing site. Hence, the anti-phishing techniques compare suspicious website
image with legitimate image database to get the similarity ratio, used for the
classification of suspicious websites. The website is classified as phishing when

the similarity score is greater than a certain threshold else it is treated as legitimate.

< Imagecomparison of suspicious website with entire legitimatedatabase store

takes more time complexity.
< Morespace to store legitimate image database.

< Web pagewith animated website compared with phishing websiteleads to the

low percentage of similarity that leads tohigh false negative rate. This
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