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ABSTRACT

Malicious social bots generate fake tweets and automate their social relationshi
: a follower or by creating multiple fake accounts w

ps either by pretending
ith malicious activities. Moreover, malicious social bots
it shortened malicious URLS in the tweet in order to redirect the requests of online social networking

ticipants to some malicious servers. Hence, distinguishing malicious social bots from legitimate users is one
the most important tasks in the Twitter netw

«<h as URL redirection, frequency of s
comparison with social graph-

ork. To detect malicious social bots, extracting URL-based features
hared URLs, and spam content in URL) consumes less amount of time

based features (which rely on the social interactions of users). Furthermore,

L-based features for identifying trustworthy

participants (users) in the Twitter network. Experimentation has
tn performed on Twitter

data sets, and the results illustrate that the proposed al

gorithm achieves improvement
precision, recall, F-measure, and accuracy compared w

ith existing approaches for MSBD.
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