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ABSTRACT

_ A new functional encryption method applied for integrated circuit (IC) is proposed
in this abstract which is called as hybrid obfuscation.The hardware obfuscation or
encryption function is a countermeasures act utilized to provide safety of circuit from
malware attack and unauthorized entry at the time of manufacture by the distrusted
foundries across the world. The purpose of encryption is to design and embed secret
keys for achieving functional modifications at the design space itself. Such keys are
programmed suddenly inside the ICs when they are obtained from the factory. Since
the distrusted factory doesn't approach the key, they can't dispose of the extra
components of the chip which doesn't work effectively without the key. By joining
existing procedures of obscurity known as fixed obfuscation and dynamic obfuscation,

the half and half muddling strategy accomplish the objectives of an encryption

function. The investigation of safety efforts proves that the functional encryption

enhances the design security as contrasted with existing method.
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